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Consultation on the revision of the NIS Directive

Fields marked with * are mandatory.

Introduction

As our daily lives and economies become increasingly dependent on digital technologies and internet-based
services and products, we become more vulnerable and exposed to cyber-attacks. We are witnessing that
the threat landscape is constantly evolving and the attack surface constantly expanding, putting network and
information systems at greater risk than ever before. The COVID-19 crisis and the resulting growth in
demand for internet-based solutions has emphasised even more the need for a state of the art response
and preparedness for a potential future crisis. Maintaining a high level of cybersecurity across the European
Union has become essential to keep the economy running and to ensure prosperity.

Directive (EU) 2016/1148 (https://eur-lex.europa.eu/eli/dir/2016/1148/0j) concerning measures for a high
common level of security of network and information systems across the Union (“NIS Directive” or “the
Directive”) is the first horizontal internal market instrument aimed at improving the resilience of the EU
against cybersecurity risks. Based on Article 114 of the Treaty on the Functioning of the European Union,
the NIS Directive provides legal measures to boost the overall level of cybersecurity in the EU by ensuring:

¢ a high level of preparedness of Member States by requiring them to designate one or more national
Computer Security Incident Response Teams (CSIRTs) responsible for risk and incident handling and
a competent national NIS authority;

e cooperation among all the Member States by establishing the Cooperation Group to support and
facilitate strategic cooperation and the exchange of information among Member States, and the
CSIRTs network, which promotes swift and effective operational cooperation between national
CSIRTs;

e a culture of security across sectors which are vital for our economy and society and moreover rely
heavily on ICTs, such as energy, transport, banking, financial market infrastructures, drinking water,
healthcare and digital infrastructure. Public and private entities identified by the Member States as
operators of essential services in these sectors are required to undertake a risk assessment and put it
place appropriate and proportionate security measures as well as to notify serious incidents to the
relevant authorities. Also providers of key digital services such as search engines, cloud computing
services and online marketplaces have to comply with the security and notification requirements
under the Directive.

Article 23 of the NIS Directive requires the European Commission to review the functioning of this Directive
periodically. As part of its key policy objective to make “Europe fit for the digital age” as well as in line with
the objectives of the Security Union, the Commission announced in its Work Programme 2020 that it would
conduct the review by the end of 2020. This would advance the deadline foreseen under Article 23(2) of the
Directive, according to which the Commission shall review the Directive for the first time and report to the
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European Parliament and the Council by 9 May 2021.

As part of this process, this consultation seeks your views on the topic of cybersecurity as well as on the
different elements of the NIS Directive, which are all subject to the review. The results of this consultation
will be used for the evaluation and impact assessment of the NIS Directive.

This consultation is open to everybody: citizens, public and private organisations, trade associations and
academics. The questionnaire is divided in three sections:

e Section 1 contains general questions on the NIS Directive that are accessible to all categories of
stakeholders.

e Section 2 contains technical questions on the functioning of the NIS Directive. This section is mainly
targeted at individuals, organisations or authorities that are familiar with the NIS Directive and
cybersecurity policies.

¢ Section 3 aims to gather views on approaches to cybersecurity in the European context currently not
addressed by the NIS Directive. This section is mainly targeted at individuals, organisations or
authorities that are familiar with the NIS Directive and cybersecurity policies.

Written feedback provided in other document formats can be uploaded through the button made available at
the end of the questionnaire.

The survey will remain open until 02 October 2020 - 23h00.

About you

Language of my contribution

German

| am giving my contribution as

Consumer organisation

First name

Felix

Surname

Lange

Email (this won't be published)

digitales@vzbv.de
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Organisation name
255 character(s) maximum

Verbraucherzentrale Bundesverband e.V.

Organisation size

Medium (50 to 249 employees)

Transparency register number

255 character(s) maximum

Check if your organisation is on the transparency register (http://ec.europa.eu/transparencyregister/public’homePage.do?redir=false&
locale=en). It's a voluntary database for organisations seeking to influence EU decision-making.

2893800753-48

Country of origin

Please add your country of origin, or that of your organisation.

Germany

Publication privacy settings

The Commission will publish the responses to this public consultation. You can choose whether you would like your details to be made
public or to remain anonymous.

Anonymous

Only your type of respondent, country of origin and contribution will be published. All other personal
details (name, organisation name and size, transparency register number) will not be published.
Public

Your personal details (hname, organisation name and size, transparency register number, country of
origin) will be published with your contribution.

| agree with the personal data protection provisions (https://ec.europa.eu/info/law/better-regulation
/specific-privacy-statement_en)

Can you specify further your capacity in which you are replying to the questionnaire on the review of the NIS
Directive?

Citizen

Centralised national competent authority in charge of supervision

Sectoral national competent authority in charge of supervision

National CSIRT

Other national competent authority

EU body

Operator of essential services currently covered by the NIS Directive

Digital service provider currently covered by the NIS Directive

Economic operator currently not covered by the NIS Directive

Trade association representing entities currently covered by the NIS Directive

Trade association representing entities currently not covered by the NIS Directive
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Trade association representing both entities currently covered and entities not covered by the NIS
Directive

Academia

Cybersecurity professional

Consumer organisation

Other

Before starting this survey, are you aware of the objectives and principles (https://ec.europa.eu/digital-
single-market/en/network-and-information-security-nis-directive) of the EU Directive on security of network
and information systems (the NIS Directive)?

Not aware at all

Slightly aware

Aware

Strongly aware

Don't know / no opinion

Has your organisation been impacted by the adoption of the NIS Directive (for example by having to adopt
certain measures stemming directly from the Directive or from national laws transposing the Directive, or by
participating in the various cooperation fora established by the Directive)?

Yes

No

Don't know / no opinion

Section 1: General questions on the NIS Directive

Sub-section 1.a. — Relevance of the NIS Directive

The NIS Directive envisages to (1) increase the capabilities of Member States when it comes to mitigating
cybersecurity risks and handling incidents, (2) improve the level of cooperation amongst Member States in
the field of cybersecurity and the protection of essential services, and (3) promote a culture of cybersecurity
across all sectors vital for our economy and society.

Q1: To what extent are these objectives still relevant?

Not Not Ver
Rele y Don't know /
relevant releva relevan .
vant Nno opinion
at all nt t

Increase the capabilities of Member
States

Improve the level of cooperation amongst
Member States
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Promote a culture of security across all
sectors vital for our economy and society

Sub-section 1.b. — Cyber-threat landscape

Q1: Since the entry into force of the NIS Directive in 2016, how has in your opinion the cyber threat
landscape evolved?

Cyber threat level has decreased significantly

Cyber threat level has decreased

Cyber threat level is the same

Cyber threat level has increased

Cyber threat level has increased significantly

Don’t know / no opinion

Q2: How do you evaluate the level of preparedness of small and medium-sized companies in the EU
against current cyber threats (on a scale from 1 to 5 with 5 indicating that companies score highly on cyber
resilience)?

1

a b~ ODN

Don't know / no opinion

Sub-section 1.c. — Technological advances and new trends

Technological advances and new trends provide great opportunities to the economy and society as a whole.
The growing importance of edge computing (which is a new model of technology deployment that brings
data processing and storage closer to the location where it is needed, to improve response times and save
bandwidth), as well as the high reliance on digital technologies especially during the COVID-19 crisis
increases at the same time the potential attack surface for malicious actors. All this changes the paradigm of
security resulting in new challenges for companies to adapt their approaches to ensuring the cybersecurity
of their services.

Q1: In which way should such recent technological advances and trends be considered in the development

of EU cybersecurity policy?
1,000 character(s) maximum
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Der Sicherheit von vernetzten Endgerdten in privaten Haushalten muss eine
groBere Beachtung geschenkt werden. Hierzu gehdren neben PCs und Tablets auch
Router und Gerdte im Internet-of-Things (IoT). Diese Gerdte werden im Alltag
immer wichtiger, sind aber wesentlich schlechter geschiitzt als Gerate in groBen
Serverinfrastrukturen mit eigener Administration und Security-Prozessen. Daher
muss durch entsprechende Gesetzgebung sichergestellt werden, dass diese Gerate
und die darauf befindliche Software bereits bei Inbetriebnahme sicher sind und
im Rahmen einer sinnvollen Nutzungszeit durch Aufspielen von Updates auch sicher
bleiben. Das heilt, sie miissen konstruktiv hohen Sicherheitsanforderungen
genligen (Security-by-Design) und sollten ab Werk bereits moéglich sicher

konfiguriert sein (Security-by-Default).

Sub-section 1.d. — Added-value of EU cybersecurity rules

The NIS Directive is based on the idea that common cybersecurity rules at EU level are more effective than
national policies alone and thus contribute to a higher level of cyber resilience at Union level.

Q1: To what extent do you agree with the following statements?

Stron . Stro Don't
Dis Ag
gly agr | re ngly know /
disa
g e . agre no
ree e opinion

Cyber risks can propagate across borders at high speed,
which is why cybersecurity rules should be aligned at
Union level

The mandatory sharing of cyber risk related information
between national authorities across Member States would
contribute to a higher level of joint situational awareness
when it comes to cyber risks

All entities of a certain size providing essential services to
our society should be subject to similar EU-wide
cybersecurity requirements

Sub-section 1.e. — Sectoral scope

Under the current NIS Directive, certain public and private entities are required to take appropriate security
measures and notify serious incidents to the relevant national authorities. Entities subject to these
requirements include so-called operators of essential services (OES) and digital service providers (DSP).

Operators of essential services are entities operating in seven sectors and subsectors: energy (electricity, oil
and gas), transport (air, rail, water and road), banking, financial market infrastructures, health sector,
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drinking water supply and distribution, and digital infrastructure (IXPs, DNS providers and TLD registries).
Digital service providers are either cloud service providers, online search engines or online marketplaces.

Q1: Should the following sectors or services be included in the scope of the Directive due to their exposure
to cyber threats and their importance for the economy and the society as a whole?

Strongly Disagre = Agre Strongly Don't know / no
disagree e e agree opinion
Public
administration
Food supply
Manufacturing
Chemicals

Waste water
Social networks

Data centres

Q2: Should undertakings providing public communications networks or publically available electronic
communications services currently covered by the security and notification requirements of the EU telecom
framework be included in the scope of the NIS Directive?

Yes

No

Don't know / no opinion

Q3: Do you consider that also other sectors, subsectors and/or types of digital services need to be included
in the scope of the Directive due to their exposure to cyber threats and their importance for the economy
and the society as a whole?

Yes

No

Don't know / no opinion

If yes, please specify which sectors, subsectors and/or digital services:
1,000 character(s) maximum

In der aktuell geltenden Fassung umfasst der Begriff "digitale Dienste" nur drei
verschiedene Angebotstypen. Social-Media- und Messenger-Dienste sowie
Mischformen daraus werden an dieser Stelle nicht behandelt. Auch wenn diese
Dienste im Geltungsbereich der Datenschutzgrundverordnung sind, sollten doch
zumindest Social-Media-Dienste in den Bereich der digitalen Dienste aufgenommen
werden. Denn diese Dienste verarbeiten sensible Daten, die wichtig flr die
persdnliche Kommunikation, aber auch flir die gemeinsame Arbeit und Absprachen in

privaten und beruflichen Gruppen sind.
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Sub-section 1.f. — Regulatory treatment of OES and DSPs by the NIS Directive

As regards the imposition of security and notification requirements, the NIS Directive distinguishes between
two main categories of economic entities: operators of essential services (OES) and digital service providers
(DSP). While in the case of OES, Member States are allowed to impose stricter security and notification
requirements than those enshrined in the Directive, they are prohibited to do so for DSPs. Moreover,
competent authorities can only supervise DSPs "ex-post" (when an authority is provided with evidence that
a company does not fulfil its obligations) and not “ex-ante” as in the case of OES. These are elements of the
so-called “light-touch” regulatory approach applied towards DSPs, which was motivated by the lower degree
of risk posed to the security of the digital services and the cross-border nature of their services.

Q1: Do you agree that the "light-touch" regulatory approach applied towards DSPs is justified and therefore
should be maintained?

Yes

No

Don't know / no opinion

Please elaborate your answer:
1,000 character(s) maximum

Ex-Post-Prifungen betreffen einerseits selten die kiinftig gefdhrdeten Anbieter,
well nach einem Sicherheitsvorfall im Allgemeinen die Sicherheitsbemithungen
stark erhdht werden. AuBerdem kommen diese Kontrollen iberhaupt nur in Frage,
wenn ein Sicherheitsvorfall auch entdeckt wurde. Bei gefdhrdeten Unternehmen mit
schwacher Sicherheitsinfrastruktur und ohne "Intrusion-Detection-System" ist das
aber nicht vorauszusetzen. Solche Problemfadlle waren eher durch anlasslose

Routinekontrollen aufzufinden.

Sub-section 1.g. — Information sharing

Under the NIS Directive, Member States must require operators of essential services (OES) and digital
service providers (DSP) to report serious incidents. According to the Directive, incidents are events having
an actual adverse effect on the security of network and information systems. As a result, reportable
incidents constitute only a fraction of the relevant cybersecurity information gathered by OES and DSPs in
their daily operations.

Q1: Should entities under the scope of the NIS Directive be required to provide additional information to the
authorities beyond incidents as currently defined by the NIS Directive?

Yes
No
Don't know / no opinion

If yes, please specify which types of information they should make available and to whom:
1,000 character(s) maximum
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Unternehmen sollten zumindest ab einer bestimmten GroRe und auf Aufforderung
Auffalligkeiten wie eine Haufung von illegitimen Log-In-Versuchen melden. Auf
diese Weise konnten Behdrden ein besseres Bild iiber die Bedrohungslage erhalten.

Section 2: Functioning of the NIS Directive

Sub-section 2.a. — National strategies

The NIS Directive requires Member States to adopt national strategies on the security of network and
information systems defining strategic objectives and policy measures to achieve and maintain a high level
of cybersecurity and covering at least the sectors referred to in Annex Il and the services referred to in
Annex Il of the Directive.

Q1: In your opinion, how relevant are common objectives set on EU level for the adoption of national
strategies on the security of network and information systems in order to achieve a high level of
cybersecurity?

Not relevant at all

Not relevant

Relevant

Very relevant

Don’t know / no opinion

Q2: Taking into account the evolving cybersecurity landscape, should national strategies take into account
any additional elements so far not listed in the Directive?

Yes

No

Don't know / no opinion

If yes, please specify which elements:
500 character(s) maximum

Die Richtlinie regelt den Informationsfluss zwischen ADD und &6ffentlichen
Cybersicherheitseinrichtungen. Bei einem schwerwiegenden Sicherheitsvorfall
sollten private Kunden aber auch eigene Sicherungsmalnahmen (Passwortdnderung,
Abzug der Daten, etc.) umsetzen kdnnen. Dazu kdnnte in Ergé&nzung zu den sehr
allgemein formulierten, nicht verbindlichen Regelungen in Art. 16 (7) ein
Informationsfluss zu betroffenen Verbrauchern verbindlich festgeschrieben

werden.

Sub-section 2.b. — National competent authorities and bodies
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The Directive requires Member States to designate one or more national competent authorities on the
security of network and information systems to monitor the application of the Directive on a national level. In
addition, Member States are required to appoint a single point of contact to ensure cross-border cooperation
with the relevant authorities in other Member States and with the Cooperation Group and the CSIRT
network as well as one or more computer security incident response teams (CSIRTs) responsible for risk
and incident handling for the sectors and services covered by Annex Il and Il of the Directive.

Q1:1

n your opinion what is the impact of the NIS Directive on national authorities dealing with the security of

network and information systems in the Member States?

Q2:1

No

, Low Medium High Don't know /
impac

impact impact impact no opinion
Level of funding

Level of staffing

Level of expertise

Cooperation of authorities across
Member States

Cooperation between national competent
authorities within Member States

n your opinion, what is the impact of the NIS Directive on national Computer Security Incident

Response Teams (CSIRTs) in the Member States?

No
impac
t

Low Medium High Don't know /
impact impact impact no opinion
Level of funding
Level of staffing
Level of operational capabilities
Level of expertise
Cooperation with OES and DSP

Cooperation with relevant national
authorities (such as sectoral authorities)

Q3: How do you evaluate the quality of services provided by the national Computer Security Incident
Response Teams to OES (on a scale from 1 to 5 with 5 indicating a very high level of quality)?
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5
Don't know / no opinion

Q4: How do you evaluate the quality of services provided by the national Computer Security Incident
Response Teams to DSPs (on a scale from 1 to 5 with 5 indicating a very high level of quality)?

a b ODN -

Don't know / no opinion

Q5: Under the NIS Directive, competent authorities or the CSIRTs shall inform the other affected Member
State(s) if an incident has a significant impact on the continuity of essential services in that Member State.
How do you evaluate the level of incident-related information sharing between Member States (on a scale
from 1 to 5 with 5 indicating a very high degree of satisfaction with the information shared)?

a b~ ON -

Don't know / no opinion

Q6: If you are an OES/DSP: Has your organisation received technical support from the national CSIRTs in
case of an incident?

Yes
No
Don't know / no opinion

Q7: Should the CSIRTs be assigned additional tasks so far not listed in the NIS Directive?

Yes
No
Don't know / no opinion

Q8: How do you evaluate the functioning of the single points of contact (SPOCs) since their establishment
by the NIS Directive as regards the performance of the following tasks (on a scale from 1 to 5 with 5
indicating a very high level of performance)?

Don't know / no
opinion

Cross-border cooperation with the relevant authorities in
other Member States

Cooperation with the Cooperation Group

Cooperation with the CSIRTs network
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Q9: Should the single points of contact be assigned additional tasks so far not listed in the NIS Directive?
Yes
No
Don't know / no opinion

Q10: How do you evaluate the level of consultation and cooperation between competent authorities and

SPOCs on the one hand, and relevant national law enforcement authorities and national data protection

authorities on the other hand (on a scale from 1 to 5 with 5 indicating a very high level of cooperation)?
1

a b~ ODN

Don't know / no opinion

Sub-section 2.c. — Identification of operators of essential services and sectoral
scope

Operators of essential services are organisations that are important for the functioning of the economy and
society as a whole. While the NIS Directive provides a list of sectors and subsectors, in which particular
types of entities could become subject to security and incident reporting requirements, Member States are
required to identify the concrete operators for which these obligations apply by using criteria set out in the
Directive.

Q1: To what extent do you agree with the following statements regarding the concept of identification of
operators of essential services (OES) introduced by the NIS Directive and its implementation by Member
States?

St I Don't
rong Dis = Ag  Stron on
y agr re I know /

disagr d ay no

ee e agree o
ee opinion

The current approach ensures that all relevant
operators are identified across the Union.

OES are aware of their obligations under the NIS
Directive.

Competent authorities actively engage with OES.

The cross-border consultation procedure in its current
form is an effective element of the identification
process to deal with cross-border dependencies.

The identification process has contributed to the
creation of a level playing field for companies from the
same sector across the Member States.
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Please elaborate your answer:
1,000 character(s) maximum

Q2: Given the growing dependence on ICT systems and the internet in all sectors of the economy, to what
extent do you agree with the following statements regarding the scope of the NIS Directive when it comes to
operators of essential services?

Strongl = Don't know
y / no
agree opinion

Strongly  Disa @ Agr
disagree @ gree ee

Definitions of the types of entities listed in Annex
Il are sufficiently clear.

More sectors and sub-sectors should be
covered by the Directive.

Identification thresholds used by Member States
should be lower (i.e. more companies should be
covered).

Please elaborate your answers:
1,000 character(s) maximum

Q3: If you agree with the statement above that more sectors and sub-sectors should be covered by the
Directive, which other sectors should be covered by the scope of the NIS Directive and why?
1,000 character(s) maximum

Universitdten und auBeruniversitdre Forschungseinrichtungen sollten als
Betreiber wesentlicher Dienste in den Anwendungsbereich der Richtlinie
aufgenommen werden. Auf Grund ihrer GroBe und des hdaufig wechselnden, im
internen Netz angemeldeten Personals, haben Universit&ten eine hohe
Angriffsoberfldche, aber aus finanziellen Grinden i.A. nur begrenzte
Abwehrkapazitdten. Durch die (auch technische) internationale Vernetzung von
Forschungseinrichtungen besteht auferdem die erhdhte Gefahr der Ausweitung eines
lokalen Angriffs. Ein grodRerer Sicherheitsvorfall wie jlingst in GieBen
(https://www.glessener-allgemeine.de/giessen/uni-giessen-hackerangriff-kosten-
11ias-90015054.html) kann die Forschungsarbeit und die Lehre nachhaltig
schadigen.

Q4: How has the level of risk of cyber incidents in the different sectors and subsectors covered by the NIS
Directive evolved since the Directive entered into force in 20167

Very Significa No Significa Very Don't
significant nt increase or nt significant know /
decrease decrease decrease increase | increase in no

in risk in risk in risk in risk risk opinion
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Electricity

oil

Gas

Air transport
Rail transport
Water transport
Road transport
Banking

Financial market
infrastructures

Health sector

Drinking water
supply and
distribution

Digital infrastructure
(IXPs, DNS
providers, TLD
registries)

Electricity

Oil

Gas

Air transport

Rail transport

Water transport

Road transport

Banking

Financial market infrastructures
Health sector

Drinking water supply and distribution

Very
low
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Lo
w

Medi
um

Hig
h

Very
high

Q5: How do you evaluate the level of cybersecurity resilience when it comes to the different sectors and
subsectors covered by the NIS Directive?

Don't know / no

opinion
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Digital infrastructure (IXPs, DNS
providers, TLD registries)

Q6: How do you evaluate the level of cyber resilience and the risk-management practices applied by those
small and medium-sized companies that are not covered by the NIS Directive (on a scale from 1 to 5 with 5
indicating that companies score highly on cyber resilience)?

1 2 3 4 | 5 Don'tknow/no opinion
Small companies

Medium-sized companies

Please elaborate your answers for both small and medium-sized companies:

Your elaboration:
Es gibt u.a. auf Grund der Ausnahmeregeln in NIS-RL zu kleineren
Unternehmen (Art. 16 (11)) nur die in der DSGVO niedergelegten
verpflichtenden Regeln zur Cybersicherheit (auch) kleiner Unternehmen.
Auf der anderen Seite haben kleine Unternehmen i. A. keine Mdglichkeit
zum Aufbau einer hinreichenden Cybersicherheitsinfrastruktur. Denn auf
Grund der geringen Grole fehlt die Moglichkeit, spezialisiertes Personal
und Gerat daflr anzuschaffen. Und das Outsourcing von IT-
Sicherheitsdienstleistungen ist auf Grund der Spezifika einzelner
Unternehmens-IT und wegen datenschutzrechtlicher Faktoren allgemein
problematisch. Der Vorteil von kleinen Unternehmen, eine geringere
Angriffsflache zu bieten, wird durch die Mdglichkeiten automatisierter
Angriffe z.B. zum Aufbau von Bot-Netzen, teilweise neutralisiert.
Medium-sized Das fiir kleine Unternehmen Angegebene gilt in hohem Male auch fir
companies mittelgrof3e / mittelstdndische Unternehmen.

Small companies

Q7: Do you think that the level of resilience and the risk-management practices applied by companies differ
from sector to sector for small and medium-sized companies?

Yes
No
Don't know / no opinion

If yes, please elaborate:
1,000 character(s) maximum

Sub-section 2.d. — Digital service providers and scope

Digital service providers (cloud service providers, online search engines and online marketplaces) shall also
put in place security measures and report substantial incidents. For this type of entities, the Directive
envisages a "light-touch” regulatory approach, which means inter alia that competent authorities can only
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supervise DSPs "ex-post" (when an authority is provided with evidence that a company does not fulfil its
obligations). Member States are not allowed to impose any further security or reporting requirements than
those set out in the Directive (“maximum harmonisation”). Jurisdiction is based on the criterion of main

establishment in the EU.

Q1: To what extent do you agree with the following statements regarding the way in which the NIS Directive

regulates digital service providers (DSPs)?

Strong
ly
disagr
ee

Annex Il of the NIS Directive covers all relevant types
of digital services.

Definitions of the types of digital services listed in
Annex Il are sufficiently clear.

DSPs are aware of their obligations under the NIS
Directive.

Competent authorities have a good overview of the
DSPs falling under their jurisdiction.

Competent authorities actively engage with DSPs
under their jurisdiction.

Security requirements for DSPs are sufficiently
harmonised at EU level.

Incident notification requirements for DSPs are
sufficiently harmonised at EU level.

Reporting thresholds provided by the Implementing
Regulation laying down requirements for Digital
Service Providers under the NIS Directive are
appropriate.

Don't
A Stron
rs | know /
gly no
e agree -
opinion

Q2: If you disagree with the statement above that Annex Ill of the NIS Directive covers all relevant types of
digital services, which other types of providers of digital services should fall under the scope of the NIS

Directive and why ?
1,000 character(s) maximum

S. die Antwort zu l.e Q3

Q3: To what extent do you agree with the following statements regarding the so-called “light-touch

approach” of the NIS Directive towards digital service providers (DSPs)?
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Don't
ftrlo Dis A :trlo know /
gly agr  gr aly
. no
disa agre -
ee ee opinio
gree e 0

The more harmonised regulatory approach applied towards
DSPs as compared to OES is justified by the cross-border

nature of their services.

Subjecting DSPs to the jurisdiction of the Member State
where they have their main establishment in the EU
minimises the compliance burden for those companies.

The limitation related to the supervisory power of the national
authorities, notably to take action only when provided with
evidence (ex-post supervision), in the case of the DSPs is
justified by the nature of their services and the degree of

cyber risk they face.

The exclusion of micro- and small enterprises is reasonable
considering the limited impact of their services on the

economy and society as a whole.

Please elaborate your answers:
1,000 character(s) maximum

Die EU-weite Harmonisierung von Sicherheitsregeln flir ADD ist zwar der richtige

Ansatz. Allerdings ist in diesem Bereich die Regulierungstiefe nicht

hinreichend.

Zur Ex-post-Priufung, s.

die Antwort zu 1f. Q1.

Zum AusschluB von KMU s. die Antwort zu 2.c Q 6.

Q4: How do you evaluate the level of preparedness of digital service providers covered by the NIS Directive

when it comes to cybersecurity related risks?

Very Lo
low w

Online marketplaces
Online search engines

Cloud computing
services

Don't know / no
opinion

Mediu Hig Very
m h high

Q5: In the previous question, you have been asked about the level of preparedness of different types of
digital service providers. Please explain your assessment of the level of preparedness:
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Your explanation:
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Das Spektrum der Online-Marktplatze ist hinsichtlich Spezialisierung,
Marktanteil, absoluter Grofle und Alter des Unternehmens so heterogen,
dass sich nur grobe Einschatzungen zur Abwehrfahigkeit in diesem
Segment machen lassen. Was Suchmaschinen gemaf der Definition in
NIS-RL angeht, so beherrscht Google als Quasi-Monopolist den Markt.
Das Unternehmen hat im Bereich der Datensicherheit eine gute Bilanz

Online marketplaces

vorzuweisen. Bei den Cloud-Computing-Diensten gab es zwar in der

Vergangenheit auch spektakulare Vorfalle bei grof3en Anbietern
(https://www.theguardian.com/technology/2016/aug/31/dropbox-hack-
passwords-68m-data-breach), dabei handelt es sich aber um eher seltene
Ausnahmen. Bei anzunehmenden hohen Bedrohungsniveaus in allen drei
Bereichen ist dies nur mit einer mittleren bis hohen Abwehrfahigkeit zu

erklaren.
Online search engines
Cloud computing
services

Q6: How has the level of risk of cyber incidents in the different sectors and subsectors covered by the NIS
Directive evolved since the Directive entered into force in 20167

Very
significant
decrease in

risk

Significant
decrease
in risk

Online
marketpla
ces

Online
search
engines

Cloud
computing
services

Very

Noincrease @ Significant o Don't
i significant
or decrease increase , , know / no
o o increase in .
in risk in risk i opinion
risk

Q7: How do you evaluate the level of cybersecurity resilience when it comes to the different types of digital

service providers covered by the NIS Directive?

Very Lo
low w

Online marketplaces
Online search engines

Cloud computing
services

18 von 30

Don't know / no
opinion

Very
high

Mediu Hig
m h
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Sub-section 2.e. — Security requirements

Member States are required to ensure that entities take appropriate and proportionate technical and
organisational measures to manage the risks posed to the security of network and information systems.

Q1: What is the impact of imposing security requirements on OES by the NIS Directive in terms of cyber
resilience?

No impact

Low impact

Medium impact

High impact

Don't know / no opinion

Please elaborate your answer:
1,000 character(s) maximum

Q2: What is the impact of imposing security requirements on DSPs by the NIS Directive in terms of cyber
resilience?

No impact

Low impact

Medium impact

High impact

Don't know / no opinion

Please elaborate your answer:
1,000 character(s) maximum

Es ist nur schwer zu beurteilen, inwieweit bestehende Sicherheitsvorkehrungen

bei ADD auf die Regelungen der NIS-RL zuriickgehen.

Q3: To what extent do you agree with the following statements regarding the implementation of security
requirements under the NIS Directive?

Strongly Disa = Agr  Strongl Don't know
disagree = gree ee y agree |/ no opinion

Member States have established effective
security requirements for OES on a national
level.

There is a sufficient degree of alignment of
security requirements for OES and DSPs in all
MS.

Please elaborate your answers:
1,000 character(s) maximum

19 von 30 02.10.2020, 12:26


https://ec.europa.eu/eusurvey/printcontribution?code=f76a0d65-213b-48

EUSurvey - Survey https://ec.europa.eu/eusurvey/printcontribution?code=f76a0d65-213b-48...

20 von 30

Are there sectoral differences for OES regarding how effectively security requirements have been put in
place by the Member States?

Yes

No

Don't know / no opinion

Q4: While some Member States have put in place rather general security requirements, other Member
States have enacted very detailed requirements featuring a higher degree of prescriptiveness. To what
extent do you agree with the following statements regarding these different approaches?

t I Don't
Strong Dis = Ag @ Stron on

y agr re I know /
disagr ¢ ay no
ee e agree "

ee opinion

Prescriptive requirements make it easy for companies
to be compliant.

Prescriptive requirements leave too little flexibility to
companies.

Prescriptive requirements ensure a higher level of
cybersecurity than general risk management
obligations.

Prescriptive requirements make it difficult to take into
account technological progress, new approaches to
doing cybersecurity and other developments.

The different level of prescriptiveness of requirements
increases a regulatory burden for companies
operating across different national markets.

The companies should have the possibility to use
certification to demonstrate compliance with the NIS
security requirements.

The companies should be required to use certification
for their compliance with NIS security requirements.

Please elaborate your answers:
1,000 character(s) maximum
Wenn verpflichtende technische Standards gemdl anerkannter internationaler
Normen gesetzlich eingefordert werden, ist ein fairer Wettbewerb mdglich und

Unternehmen haben einen finanziellen Anreiz, konforme Produkte und

Dienstleistungen auf dem europaischen Binnenmarkt zur Verfligung zu stellen.
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Sub-section 2.f. — Incident notification

Member States are required to ensure that entities notify the competent authority or the CSIRT of incidents
having a significant impact on the continuity or provision of services.

Q1: To what extent do you agree with the following statements regarding the implementation of notification
requirements under the NIS Directive?

St I Don't
rong Dis Ag | Stron on
y agr re I know /

disagr ¢ ay no

ee e agree .
ee opinion

The maijority of companies have developed a good
understanding of what constitutes an incident that has
to be reported under the NIS Directive.

Member States have imposed notification
requirements obliging companies to report all
significant incidents.

Different reporting thresholds and deadlines across
the EU create unnecessary compliance burden for
OES.

The current approach ensures that OES across the
Union face sufficiently similar incident notification
requirements.

Please elaborate your answers:
1,000 character(s) maximum

Sub-section 2.g. — Level of discretion on transposition and implementation given to
Member States

The NIS Directive gives a wide room of discretion to Member States when it comes to the identification of
operators of essential services, the setting of security requirements and the rules governing incident
notification.

Q1: To what extent do you agree with the following statements regarding this approach from an internal
market perspective?

Stron . Stron Don't
Dis @ Ag
gly aar o gly know /
disagr g agre no
ee e .
ee e opinion
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The approach leads to significant differences in the
application of the Directive and has a strong negative
impact on the level playing field for companies in the
internal market.

The approach increases costs for OES operating in
more than one Member State.

The approach allows Member States to take into
account national specificities.

Please elaborate your answers:
1,000 character(s) maximum

Sub-section 2.h. — Enforcement

The Directive requires Member States to assess the compliance of operators of essential services with the
provisions of the Directive. They must also ensure that competent authorities act when operators of
essential services or digital service providers do not meet the requirements laid down in the Directive.
Member States must also lay down rules for penalties that are effective, proportionate and dissuasive.

Q1: To what extent do you agree with the following statements regarding national enforcement of the
provisions of the NIS Directive and its respective national implementations?

Strongly @ Disa = Agr  Strongl Don't know
disagree = gree ee y agree |/ no opinion

Member States are effectively enforcing the
compliance of OES.

Member States are effectively enforcing the
compliance of DSPs.

The types and levels of penalties set by
Member States are effective, proportionate and
dissuasive.

There is a sufficient degree of alignment of
penalty levels between the different Member
States.

Sub-section 2.i. — Information exchange

The NIS Directive has created two new fora for information exchange: the Cooperation Group to support
and facilitate strategic cooperation and the exchange of information among Member States, and the CSIRTs
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Q1: To what extent do you agree with the following statements regarding the functioning of the Cooperation

Grou

p and the CSIRTs network?

Strongly = Disa
disagree = gree

The Cooperation Group has been of significant
help for the Member States to implement the
NIS Directive.

The Cooperation Group has played an important
role in aligning national transposition measures.

The Cooperation Group has been instrumental
in dealing with general cybersecurity matters.

The Cooperation Group is dealing with cross-
border dependencies in an effective manner.

The CSIRTs network has effectively managed to
fulfil its tasks as laid down in the NIS Directive.

The CSIRTs network has helped to build
confidence and trust amongst its members.

The CSIRTs network has achieved swift and
effective operational cooperation.

The Cooperation Group and the CSIRTs network
cooperate effectively.

Agr

ee

Strong|

y
agree

Don't know

/no
opinion

Q2: Should the Cooperation Group be assigned additional tasks so far not listed in the NIS Directive?

Yes
No
Don't know / no opinion

If yes, please specify which tasks:

500 character(s) maximum

Q3: Should the CSIRTs network be assigned additional tasks so far not listed in the NIS Directive?

Yes
No
Don't know / no opinion

If yes, please specify which tasks:

500 character(s) maximum
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Sub-section 2.j. — Efficiency of the NIS Directive

Q1: To what extent have the effects of the NIS Directive been achieved at a reasonable cost? To what
extent are the costs of the intervention justified and proportionate given the benefits it has achieved?
Not at all
To a little extent
To some extent
To a large extent
Don't know / no opinion

Please elaborate your answer:
1,000 character(s) maximum

Es ist nicht ohne Weiteres nachzuweisen, welche Effekte die Regelungen in Art.
16 fir die Sicherheitsinfrastrukturen von ADD gehabt haben. Betreiber
wesentlicher Dienste sind weit davon entfernt, hinreichend abgesichert zu sein,
wie jungst Attacken auf Krankenhduser gezeigt haben (https://www.kma-online.de
/aktuelles/it-digital-health/detail/drk-krankenhaeuser-von-cyberangriff-
betroffen-a-41375). Es ist jedoch ein groBer Erfolg der NIS-RL, die
Weiterentwicklung der europaischen Cybersicherheitsinfrastruktur durch

institutionelle Regelungen befdrdert zu haben.

Q2: What impact has the NIS Directive had on the overall level of resilience against cyber-threats across the
EU when it comes to entities providing services that are essential for the maintenance of critical societal and
economic activities?

No impact

Low impact

Medium impact

High impact

Don't know / no opinion

Please elaborate your answer:
1,000 character(s) maximum

S. Antwort zu Frage 1

Sub-section 2.k. — Coherence of the NIS Directive with other EU legal instruments

The NIS Directive is not the only legal instrument on EU level that seeks to ensure more security of our
digital environment. EU laws such as the General Data Protection Regulation or the European Electronic
Communications Code are pursuing similar objectives.
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Q1: To what extent are the provisions of the NIS Directive (such as on security requirements and incident
notification) coherent with the provisions of other EU legal instruments that are aimed at increasing the level
of data protection or the level of resilience?

1

a b~ ODN

Don't know / no opinion

Please elaborate your answer:
1,000 character(s) maximum

Sowohl die DSGVO (Art. 33, 34) als auch die NIS-RL beinhalten eine Verpflichtung
zur Meldung von Sicherheitsvorfallen durch ADD. Aber wahrend in der DSGVO auch
individuelle (schwerwiegende) Sicherheitsvorfdlle behandelt werden, sind die
Regelungen in der NIS-RL durch einen im durchfiihrenden Rechtsakt bestimmten
hohen Schwellenwert an geschaddigten Nutzern eingeschrankt [C(2018)471]. Dadurch
ergibt sich eine Licke in der Informationspflicht fiir Sicherheitsvorfalle

mittleren AusmaBes, die nicht den Regelungen der DSGVO entsprechen.

Section 3: Approaches to cybersecurity in the European context currently
not addressed by the NIS Directive

Sub-section 3.a. — Provision of cybersecurity information

Pursuant to the provisions of NIS Directive, Member States have to require operators of essential services
and digital service providers to report incidents above certain thresholds. However, organisations collect a
lot of valuable information about cybersecurity risks that do not materialise into reportable incidents.

Q1: How could organisations be incentivised to share more information with cybersecurity authorities on a
voluntary basis?
1,000 character(s) maximum

Unternehmen sollten ohne Redundanz (d.h. nur in einem Mitgliedstaat oder auf EU-
Ebene) und ohne unndtige technische Hiirden Informationen iiber potentielle
Bedrohungen weitergeben konnen, ohne dabei Geschaftsgeheimnisse zu gefdhrden.
Hierzu missten entsprechende Datenitibertragungsprotokolle entwickelt und
eingesetzt werden.

Q2: Under the NIS Directive, Member States shall require companies to report events having an actual
adverse effect on the security of network and information systems (incidents). Should the reporting
obligations be broadened to include other types of information in order to improve the situational awareness
of competent authorities?
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Yes
No
Don't know / no opinion

If yes, to which other types of information should the reporting obligations be broadened?
1,000 character(s) maximum

S. Antwort zu 1l.g Q1

Q3: The previous two questions have explored ways of improving the information available to cybersecurity
authorities on national level. Which information gathered by such authorities should be made available on
European level to improve common situational awareness (such as incidents with cross-border relevance,
statistical data that could be aggregated by a European body etc.)?

1,000 character(s) maximum

Europédische Einrichtungen wie ENISA sollten generell befugt sein, anonymisierte
Informationen zu lokalen Sicherheitsvorfdllen (v.a. Kommunikationsmetadaten,

aber keine Nachrichteninhalte) auf Anfrage zu erhalten.

Sub-section 3.b. —Information exchange between companies

Some Member States have fostered the development of fora where companies can exchange information
about cybersecurity. This includes inter alia public private partnerships (PPP) or sectorial Information
Sharing and Analysis Centres (ISACs). To some extent, such fora also exist on European and international
level.

Q1: How would you evaluate the level of information exchange between organisations in their respective
sectors when it comes to cybersecurity?

Very Ve ry

Low Mediu High . Don't know /
low high .
level m level level no opinion
level level
Electricity
oil
Gas
Air transport

Rail transport
Water transport
Road transport
Banking

Financial market infrastructures
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Health sector

Drinking water supply and
distribution

Digital infrastructure (IXPs,
DNS providers, TLD registries)

Digital service providers (online
marketplaces)

Digital service providers (online
search engines)

Digital service providers (cloud
computing services)

Q2: How would you evaluate the level of information exchange between organisations across sectors when
it comes to cybersecurity?

Very low level

Low level

Medium level

High level

Very high level

Don't know / no opinion

Q3: How could the level of information exchange between companies be improved within Member States
but also across the European Union?
1,000 character(s) maximum

Sub-section 3.c. — Vulnerability discovery and coordinated vulnerability disclosure

While the negative impact of vulnerabilities present in ICT products and services is constantly increasing,
finding and remedying such vulnerabilities plays an important role in reducing the overall cybersecurity risk.
Cooperation between organisations, manufacturers or providers of ICT products and services, and
members of the cybersecurity research community and governments who find vulnerabilities has been
proven to significantly increase both the rate of discovery and the remedy of vulnerabilities. Coordinated
vulnerability disclosure specifies a structured process of cooperation in which vulnerabilities are reported to
the owner of the information system, allowing the organisation the opportunity to diagnose and remedy the
vulnerability before detailed vulnerability information is disclosed to third parties or to the public. The
process also provides for coordination between the finder and the organisation as regards the publication of
those vulnerabilities.

Some Member States have put in place coordinated vulnerability disclosure policies that further facilitate the
cooperation of all involved stakeholders.
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Q1: How do you evaluate the level of effectiveness of such national policies in making vulnerability
information available in a more timely manner?

Very low level

Low level

Medium level

High level

Very high level

Don't know / no opinion

Q2: Have you implemented a coordinated vulnerability disclosure policy?
Yes
No
Don't know / no opinion
Not applicable

Q3: How would you describe your experience with vulnerability disclosure in the EU and how would you
improve it?
1,000 character(s) maximum

Q4: Should national authorities such as CSIRTSs take proactive measures to discover vulnerabilities in ICT
products and services provided by private companies?

1,000 character(s) maximum

Sub-section 3.d. — Security of connected products

The constantly growing proliferation of connected products creates enormous opportunities for businesses
and citizens but it is not without its challenges: a security incident affecting one ICT product can affect the
whole system leading to severe impacts in terms of disruption to economic and social activities.

Q1: Do you believe that there is a need of having common EU cybersecurity rules for connected products
placed on the internal market?

Yes
No
Don't know / no opinion

If yes, please elaborate your answer
1,000 character(s) maximum
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»Cyberphysische™ IoT-Produkte fiir Verbraucher werden im privaten Bereich
eingesetzt und haben Einfluss nicht nur auf die von und iiber eine Person
gesammelten Daten, sondern auch Uber in der physischen Umgebung ablaufende
alltiagliche Prozesse. Daher konnen Funktionsmadngel solcher Produkte Einfluss auf
die personliche Sicherheit des Produktbesitzers oder von Personen in seiner
Umgebung haben. Die Industrie bringt eine groRe Zahl von neuartigen Produkten
auf den Markt. Verbraucher konnen nur schwer erkennen, wie sicher ein Produkt
ist, denn es gibt daflir weder ein etabliertes Sicherheitskennzeichen noch
etablierte Mindeststandards. Durch die groRe Zahl der verkauften Gerate steigt
die Angriffsfldche in diesem Bereich enorm. Daher miissen dringend sowohl
Sicherheitskennzeichen als auch obligatorische Mindeststandards europaweit
eingefiihrt werden. Auch ist eine Koordination mit &hnlichen legislativen

Initiativen u.a. in den USA und in GroRbritannien sinnvoll.

Sub-section 3.e. — Measures to support small and medium-sized enterprises and
raise awareness

A few Member States have taken measures to raise the levels of awareness and understanding of cyber
risk amongst small and medium-sized enterprises. Some Member States are also supporting such
companies in dealing with cyber risk (for example by disseminating warnings and alerts or by offering
training and financial support).

Q1: To what extent do you agree with the following statements regarding such measures?

St I
r;ng Dis Ag Stron Don't
disagre agr re gly kn0\.N./ no
R e agree opinion

Such measures have proven to be effective in
increasing the level of awareness and protection
amongst SMEs.

European legislation should require Member States
to put in place frameworks to raise awareness
amongst SMEs and support them.

Closing section: Submit your responses (and possibility to upload a
document)

Thank you for your contribution to this questionnaire. In case you want to share further ideas on these
topics, you can upload a document below.

Please upload your file
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Contact
CNECT-H2@ec.europa.eu
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	Directive (EU) 2016/1148 () concerning measures for a high common level of security of network and information systems across the Union (“NIS Directive” or “the Directive”) is the first horizontal internal market instrument aimed at improving the resilience of the EU against cybersecurity risks. Based on Article 114 of the Treaty on the Functioning of the European Union, the NIS Directive provides legal measures to boost the overall level of cybersecurity in the EU by ensuring: 
	https://eur-lex.europa.eu/eli/dir/2016/1148/oj

	L
	LI
	Figure
	a 
	high level of preparedness of Member States by requiring them to designate one or more national Computer Security Incident Response Teams (CSIRTs) responsible for risk and incident handling and a competent national NIS authority; 

	LI
	Figure
	cooperation 
	among all the Member States by establishing the Cooperation Group to support and facilitate strategic cooperation and the exchange of information among Member States, and the CSIRTs network, which promotes swift and effective operational cooperation between national CSIRTs; 

	LI
	Figure
	a 
	culture of security across sectors which are vital for our economy and society and moreover rely heavily on ICTs, such as energy, transport, banking, financial market infrastructures, drinking water, healthcare and digital infrastructure. Public and private entities identified by the Member States as operators of essential services in these sectors are required to undertake a risk assessment and put it place appropriate and proportionate security measures as well as to notify serious incidents to the releva


	Article 23 of the NIS Directive requires the European Commission to review the functioning of this Directive periodically. As part of its key policy objective to make “Europe fit for the digital age” as well as in line with the objectives of the Security Union, the Commission announced in its Work Programme 2020 that it would conduct the review by the end of 2020. This would advance the deadline foreseen under Article 23(2) of the Directive, according to which the Commission shall review the Directive for t
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	European Parliament and the Council by 9 May 2021. 
	As part of this process, this consultation seeks your views on the topic of cybersecurity as well as on the different elements of the NIS Directive, which are all subject to the review. The results of this consultation will be used for the evaluation and impact assessment of the NIS Directive. 
	This consultation is open to everybody: citizens, public and private organisations, trade associations and academics. The questionnaire is divided in three sections: 
	L
	LI
	Figure
	Section 
	1 contains general questions on the NIS Directive that are accessible to all categories of stakeholders. 

	LI
	Figure
	Section2 
	contains technical questions on the functioning of the NIS Directive. This section is mainly targeted at individuals, organisations or authorities that are familiar with the NIS Directive and cybersecurity policies. 

	LI
	Figure
	Section3aims 
	to gather views on approaches to cybersecurity in the European context currently not addressed by the NIS Directive. This section is mainly targeted at individuals, organisations or authorities that are familiar with the NIS Directive and cybersecurity policies. 


	Written feedback provided in other document formats can be uploaded through the button made available at the end of the questionnaire. 
	Thesurveywillremainopenuntil02October2020-23h00. 
	Thesurveywillremainopenuntil02October2020-23h00. 


	About you 
	About you 
	Language of my contribution 
	German 
	I am giving my contribution as 
	Consumer organisation 
	First name 
	Felix 
	Surname 
	Lange 
	Email (this won't be published) 
	digitales@vzbv.de 
	digitales@vzbv.de 

	EUSurvey -Survey 
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	Organisation name 
	255character(s)maximum 
	Verbraucherzentrale Bundesverband e.V. 
	Organisation size 
	Medium (50 to 249 employees) 
	Transparency register number 
	255character(s)maximum 
	Check if your organisation is on the transparency register (& locale=en). It's a voluntary database for organisations seeking to influence EU decision-making. 
	http://ec.europa.eu/transparencyregister/public/homePage.do?redir=false

	2893800753-48 
	Country of origin Please add your country of origin, or that of your organisation. 
	Germany 
	Publication privacy settings The Commission will publish the responses to this public consultation. You can choose whether you would like your details to be made public or to remain anonymous. 
	Anonymous 
	Figure

	Only your type of respondent, country of origin and contribution will be published. All other personal details (name, organisation name and size, transparency register number) will not be published. 
	Public 
	Public 
	Figure

	Your personal details (name, organisation name and size, transparency register number, country of origin) will be published with your contribution. 
	I agree with the personal data protection provisions (/specific-privacy-statement_en) 
	Figure
	https://ec.europa.eu/info/law/better-regulation 

	Can you specify further your capacity in which you are replying to the questionnaire on the review of the NIS 
	Directive? Citizen Centralised national competent authority in charge of supervision Sectoral national competent authority in charge of supervision National CSIRT Other national competent authority EU body Operator of essential services currently covered by the NIS Directive Digital service provider currently covered by the NIS Directive Economic operator currently not covered by the NIS Directive Trade association representing entities currently covered by the NIS Directive Trade association representing e
	Figure
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	Trade association representing both entities currently covered and entities not covered by the NIS Directive Academia Cybersecurity professional Consumer organisation Other 
	Figure

	Before starting this survey, are you aware of the objectives and principles (single-market/en/network-and-information-security-nis-directive) of the EU Directive on security of network and information systems (the NIS Directive)? 
	https://ec.europa.eu/digital
	-

	Not aware at all 
	Not aware at all 
	Figure

	Slightly aware 

	Aware 
	Strongly aware 
	Don't know / no opinion 
	Has your organisation been impacted by the adoption of the NIS Directive (for example by having to adopt certain measures stemming directly from the Directive or from national laws transposing the Directive, or by participating in the various cooperation fora established by the Directive)? 
	Yes 
	Figure

	No 
	Don't know / no opinion 


	Section 1: General questions on the NIS Directive 
	Section 1: General questions on the NIS Directive 
	Sub-section 1.a. – Relevance of the NIS Directive 
	TheNISDirectiveenvisagesto(1)increasethecapabilitiesofMemberStateswhenitcomestomitigating cybersecurityrisksandhandlingincidents,(2)improvethelevelofcooperationamongstMemberStatesin thefieldofcybersecurityandtheprotectionofessentialservices,and(3)promoteacultureofcybersecurity acrossallsectorsvitalforoureconomyandsociety. 
	Q1: To what extent are these objectives still relevant? 
	Table
	TR
	Not relevant at all 
	Not releva nt 
	Rele vant 
	Very relevan t 
	Don't know / no opinion 

	Increase the capabilities of Member States 
	Increase the capabilities of Member States 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Improve the level of cooperation amongst Member States 
	Improve the level of cooperation amongst Member States 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure
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	Promote a cultusectors vital for 
	Promote a cultusectors vital for 
	Promote a cultusectors vital for 
	re oour 
	f security across all economy and society 
	TH
	Figure

	TH
	Figure

	TH
	Figure

	TH
	Figure

	TH
	Figure



	Sub-section 1.b. – Cyber-threat landscape 
	Q1: Since the entry into force of the NIS Directive in 2016, how has in your opinion the cyber threat 
	landscape evolved? 
	Cyber threat level has decreased significantly 
	Cyber threat level has decreased significantly 
	Figure

	Cyber threat level has decreased 

	Cyber threat level is the same 
	Cyber threat level has increased 
	Cyber threat level has increased significantly 
	Don’t know / no opinion 
	Q2: How do you evaluate the level of preparedness of small and medium-sized companies in the EU against current cyber threats (on a scale from 1 to 5 with 5 indicating that companies score highly on cyber resilience)? 
	1 2 3 4 5 Don't know / no opinion 
	Figure

	Sub-section 1.c. – Technological advances and new trends 
	Technologicaladvancesandnewtrendsprovidegreatopportunitiestotheeconomyandsocietyasawhole. Thegrowingimportanceofedgecomputing(whichisanewmodeloftechnologydeploymentthatbrings dataprocessingandstorageclosertothelocationwhereitisneeded,toimproveresponsetimesandsave bandwidth),aswellasthehighrelianceondigitaltechnologiesespeciallyduringtheCOVID-19crisis increasesatthesametimethepotentialattacksurfaceformaliciousactors.Allthischangestheparadigmof securityresultinginnewchallengesforcompaniestoadapttheirapproache
	Q1: In which way should such recent technological advances and trends be considered in the development of EU cybersecurity policy? 
	1,000character(s)maximum 
	EUSurvey -Survey 
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	Der Sicherheit von vernetzten Endgeräten in privaten Haushalten muss eine größere Beachtung geschenkt werden. Hierzu gehören neben PCs und Tablets auch Router und Geräte im Internet-of-Things (IoT). Diese Geräte werden im Alltag immer wichtiger, sind aber wesentlich schlechter geschützt als Geräte in großen Serverinfrastrukturen mit eigener Administration und Security-Prozessen. Daher muss durch entsprechende Gesetzgebung sichergestellt werden, dass diese Geräte und die darauf befindliche Software bereits b
	Sub-section 1.d. – Added-value of EU cybersecurity rules 
	TheNISDirectiveisbasedontheideathatcommoncybersecurityrulesatEUlevelaremoreeffectivethan nationalpoliciesaloneandthuscontributetoahigherlevelofcyberresilienceatUnionlevel. 
	Q1: To what extent do you agree with the following statements? 
	Table
	TR
	Stron gly disag ree 
	Dis agr ee 
	Ag re e 
	Stro ngly agre e 
	Don't know / no opinion 

	Cyber risks can propagate across borders at high speed, which is why cybersecurity rules should be aligned at Union level 
	Cyber risks can propagate across borders at high speed, which is why cybersecurity rules should be aligned at Union level 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The mandatory sharing of cyber risk related information between national authorities across Member States would contribute to a higher level of joint situational awareness when it comes to cyber risks 
	The mandatory sharing of cyber risk related information between national authorities across Member States would contribute to a higher level of joint situational awareness when it comes to cyber risks 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	All entities of a certain size providing essential services to our society should be subject to similar EU-wide cybersecurity requirements 
	All entities of a certain size providing essential services to our society should be subject to similar EU-wide cybersecurity requirements 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure



	Sub-section 1.e. – Sectoral scope 
	UnderthecurrentNISDirective,certainpublicandprivateentitiesarerequiredtotakeappropriatesecurity measuresandnotifyseriousincidentstotherelevantnationalauthorities.Entitiessubjecttothese requirementsincludeso-calledoperatorsofessentialservices(OES)anddigitalserviceproviders(DSP). 
	Operatorsofessentialservicesareentitiesoperatinginsevensectorsandsubsectors:energy(electricity,oil andgas),transport(air,rail,waterandroad),banking,financialmarketinfrastructures,healthsector, 
	6von 30 02.10.2020, 12:26 
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	drinkingwatersupplyanddistribution,anddigitalinfrastructure(IXPs,DNSprovidersandTLDregistries). Digitalserviceprovidersareeithercloudserviceproviders,onlinesearchenginesoronlinemarketplaces. 
	Q1: Should the following sectors or services be included in the scope of the Directive due to their exposure to cyber threats and their importance for the economy and the society as a whole? 
	Table
	TR
	Strongly disagree 
	Disagre e 
	Agre e 
	Strongly agree 
	Don't know / no opinion 

	Public administration 
	Public administration 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Food supply 
	Food supply 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Manufacturing 
	Manufacturing 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Chemicals 
	Chemicals 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Waste water 
	Waste water 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Social networks 
	Social networks 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Data centres 
	Data centres 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure



	Q2: Should undertakings providing public communications networks or publically available electronic communications services currently covered by the security and notification requirements of the EU telecom framework be included in the scope of the NIS Directive? 
	Yes No Don't know / no opinion 
	Figure

	Q3: Do you consider that also other sectors, subsectors and/or types of digital services need to be included in the scope of the Directive due to their exposure to cyber threats and their importance for the economy and the society as a whole? 
	Yes No Don't know / no opinion 
	Figure

	If yes, please specify which sectors, subsectors and/or digital services: 
	1,000character(s)maximum 
	In der aktuell geltenden Fassung umfasst der Begriff "digitale Dienste" nur drei verschiedene Angebotstypen. Social-Media-und Messenger-Dienste sowie Mischformen daraus werden an dieser Stelle nicht behandelt. Auch wenn diese Dienste im Geltungsbereich der Datenschutzgrundverordnung sind, sollten doch zumindest Social-Media-Dienste in den Bereich der digitalen Dienste aufgenommen werden. Denn diese Dienste verarbeiten sensible Daten, die wichtig für die persönliche Kommunikation, aber auch für die gemeinsam
	EUSurvey -Survey 
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	Sub-section 1.f. – Regulatory treatment of OES and DSPs by the NIS Directive 
	Asregardstheimpositionofsecurityandnotificationrequirements,theNISDirectivedistinguishesbetween twomaincategoriesofeconomicentities:operatorsofessentialservices(OES)anddigitalserviceproviders (DSP).WhileinthecaseofOES,MemberStatesareallowedtoimposestrictersecurityandnotification requirementsthanthoseenshrinedintheDirective,theyareprohibitedtodosoforDSPs.Moreover, competentauthoritiescanonlysuperviseDSPs"ex-post"(whenanauthorityisprovidedwithevidencethat acompanydoesnotfulfilitsobligations)andnot“ex-ante”asi
	Q1: Do you agree that the "light-touch" regulatory approach applied towards DSPs is justified and therefore 
	should be maintained? Yes No Don't know / no opinion 
	Figure
	Please elaborate your answer: 
	1,000character(s)maximum 
	Ex-Post-Prüfungen betreffen einerseits selten die künftig gefährdeten Anbieter, weil nach einem Sicherheitsvorfall im Allgemeinen die Sicherheitsbemühungen stark erhöht werden. Außerdem kommen diese Kontrollen überhaupt nur in Frage, wenn ein Sicherheitsvorfall auch entdeckt wurde. Bei gefährdeten Unternehmen mit schwacher Sicherheitsinfrastruktur und ohne "Intrusion-Detection-System" ist das aber nicht vorauszusetzen. Solche Problemfälle wären eher durch anlasslose Routinekontrollen aufzufinden. 
	Sub-section 1.g. – Information sharing 
	Sub-section 1.g. – Information sharing 
	UndertheNISDirective,MemberStatesmustrequireoperatorsofessentialservices(OES)anddigital serviceproviders(DSP)toreportseriousincidents.AccordingtotheDirective,incidentsareeventshaving anactualadverseeffectonthesecurityofnetworkandinformationsystems.Asaresult,reportable incidentsconstituteonlyafractionoftherelevantcybersecurityinformationgatheredbyOESandDSPsin theirdailyoperations. 
	Q1: Should entities under the scope of the NIS Directive be required to provide additional information to the 
	authorities beyond incidents as currently defined by the NIS Directive? 
	Yes 
	Figure

	No 
	Don't know / no opinion 
	If yes, please specify which types of information they should make available and to whom: 
	1,000character(s)maximum 
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	Unternehmen sollten zumindest ab einer bestimmten Größe und auf Aufforderung Auffälligkeiten wie eine Häufung von illegitimen Log-In-Versuchen melden. Auf diese Weise könnten Behörden ein besseres Bild über die Bedrohungslage erhalten. 


	Section 2: Functioning of the NIS Directive 
	Section 2: Functioning of the NIS Directive 
	Sub-section 2.a. – National strategies 
	TheNISDirectiverequiresMemberStatestoadoptnationalstrategiesonthesecurityofnetworkand informationsystemsdefiningstrategicobjectivesandpolicymeasurestoachieveandmaintainahighlevel ofcybersecurityandcoveringatleastthesectorsreferredtoinAnnexIIandtheservicesreferredtoin AnnexIIIoftheDirective. 
	Q1: In your opinion, how relevant are common objectives set on EU level for the adoption of national strategies on the security of network and information systems in order to achieve a high level of cybersecurity? 
	Not relevant at all Not relevant Relevant Very relevant Don’t know / no opinion 
	Figure

	Q2: Taking into account the evolving cybersecurity landscape, should national strategies take into account 
	any additional elements so far not listed in the Directive? Yes No Don't know / no opinion 
	Figure
	If yes, please specify which elements: 
	500character(s)maximum 
	Die Richtlinie regelt den Informationsfluss zwischen ADD und öffentlichen Cybersicherheitseinrichtungen. Bei einem schwerwiegenden Sicherheitsvorfall sollten private Kunden aber auch eigene Sicherungsmaßnahmen (Passwortänderung, Abzug der Daten, etc.) umsetzen können. Dazu könnte in Ergänzung zu den sehr allgemein formulierten, nicht verbindlichen Regelungen in Art. 16 (7) ein Informationsfluss zu betroffenen Verbrauchern verbindlich festgeschrieben werden. 
	Sub-section 2.b. – National competent authorities and bodies 
	EUSurvey -Survey 
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	TheDirectiverequiresMemberStatestodesignateoneormorenationalcompetentauthoritiesonthe addition,MemberStatesarerequiredtoappointasinglepointofcontacttoensurecross-bordercooperation withtherelevantauthoritiesinotherMemberStatesandwiththeCooperationGroupandtheCSIRT networkaswellasoneormorecomputersecurityincidentresponseteams(CSIRTs)responsibleforrisk andincidenthandlingforthesectorsandservicescoveredbyAnnexIIandIIIoftheDirective. 
	securityofnetworkandinformationsystemstomonitortheapplicationoftheDirectiveonanationallevel.In 

	Q1: In your opinion what is the impact of the NIS Directive on national authorities dealing with the security of network and information systems in the Member States? 
	Table
	TR
	No impac t 
	Low impact 
	Medium impact 
	High impact 
	Don't know / no opinion 

	Level of funding 
	Level of funding 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Level of staffing 
	Level of staffing 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Level of expertise 
	Level of expertise 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Cooperation of authorities across Member States 
	Cooperation of authorities across Member States 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Cooperation between national competent authorities within Member States 
	Cooperation between national competent authorities within Member States 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure



	Q2: In your opinion, what is the impact of the NIS Directive on national Computer Security Incident Response Teams (CSIRTs) in the Member States? 
	Table
	TR
	No impac t 
	Low impact 
	Medium impact 
	High impact 
	Don't know / no opinion 

	Level of funding 
	Level of funding 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Level of staffing 
	Level of staffing 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Level of operational capabilities 
	Level of operational capabilities 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Level of expertise 
	Level of expertise 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Cooperation with OES and DSP 
	Cooperation with OES and DSP 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Cooperation with relevant national authorities (such as sectoral authorities) 
	Cooperation with relevant national authorities (such as sectoral authorities) 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure



	Q3: How do you evaluate the quality of services provided by the national Computer Security Incident 
	Response Teams to OES (on a scale from 1 to 5 with 5 indicating a very high level of quality)? 1 2 3 4 
	Figure
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	5 Don't know / no opinion 
	Figure

	Q4: How do you evaluate the quality of services provided by the national Computer Security Incident 
	Response Teams to DSPs (on a scale from 1 to 5 with 5 indicating a very high level of quality)? 
	1 
	1 
	Figure

	2 

	3 
	4 
	5 
	Don't know / no opinion 
	Q5: Under the NIS Directive, competent authorities or the CSIRTs shall inform the other affected Member State(s) if an incident has a significant impact on the continuity of essential services in that Member State. How do you evaluate the level of incident-related information sharing between Member States (on a scale from 1 to 5 with 5 indicating a very high degree of satisfaction with the information shared)? 
	1 
	1 
	Figure

	2 

	3 
	4 
	5 
	Don't know / no opinion 
	Q6: If you are an OES/DSP: Has your organisation received technical support from the national CSIRTs in 
	case of an incident? 
	Yes 
	Figure

	No 
	Don't know / no opinion 
	Q7: Should the CSIRTs be assigned additional tasks so far not listed in the NIS Directive? 
	Yes 
	Figure

	No 
	Don't know / no opinion 
	Q8: How do you evaluate the functioning of the single points of contact (SPOCs) since their establishment by the NIS Directive as regards the performance of the following tasks (on a scale from 1 to 5 with 5 indicating a very high level of performance)? 
	Table
	TR
	1 
	2 
	3 
	4 
	5 
	Don't know / no opinion 

	Cross-border cooperation with the relevant authorities in other Member States 
	Cross-border cooperation with the relevant authorities in other Member States 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Cooperation with the Cooperation Group 
	Cooperation with the Cooperation Group 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Cooperation with the CSIRTs network 
	Cooperation with the CSIRTs network 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure
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	Q9: Should the single points of contact be assigned additional tasks so far not listed in the NIS Directive? 
	Yes 
	Figure

	No 
	Don't know / no opinion 
	Q10: How do you evaluate the level of consultation and cooperation between competent authorities and SPOCs on the one hand, and relevant national law enforcement authorities and national data protection authorities on the other hand (on a scale from 1 to 5 with 5 indicating a very high level of cooperation)? 
	1 2 3 4 5 Don't know / no opinion 
	Figure

	Sub-section 2.c. – Identification of operators of essential services and sectoral scope 
	Operatorsofessentialservicesareorganisationsthatareimportantforthefunctioningoftheeconomyand societyasawhole.WhiletheNISDirectiveprovidesalistofsectorsandsubsectors,inwhichparticular typesofentitiescouldbecomesubjecttosecurityandincidentreportingrequirements,MemberStatesare requiredtoidentifytheconcreteoperatorsforwhichtheseobligationsapplybyusingcriteriasetoutinthe Directive. 
	Q1: To what extent do you agree with the following statements regarding the concept of identification of operators of essential services (OES) introduced by the NIS Directive and its implementation by Member States? 
	Table
	TR
	Strongl y disagr ee 
	Dis agr ee 
	Ag re e 
	Stron gly agree 
	Don't know / no opinion 

	The current approach ensures that all relevant operators are identified across the Union. 
	The current approach ensures that all relevant operators are identified across the Union. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	OES are aware of their obligations under the NIS Directive. 
	OES are aware of their obligations under the NIS Directive. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Competent authorities actively engage with OES. 
	Competent authorities actively engage with OES. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The cross-border consultation procedure in its current form is an effective element of the identification process to deal with cross-border dependencies. 
	The cross-border consultation procedure in its current form is an effective element of the identification process to deal with cross-border dependencies. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The identification process has contributed to the creation of a level playing field for companies from the same sector across the Member States. 
	The identification process has contributed to the creation of a level playing field for companies from the same sector across the Member States. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure
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	Please elaborate your answer: 
	1,000character(s)maximum 
	Figure
	Q2: Given the growing dependence on ICT systems and the internet in all sectors of the economy, to what extent do you agree with the following statements regarding the scope of the NIS Directive when it comes to operators of essential services? 
	Table
	TR
	Strongly disagree 
	Disa gree 
	Agr ee 
	Strongl y agree 
	Don't know / no opinion 

	Definitions of the types of entities listed in Annex II are sufficiently clear. 
	Definitions of the types of entities listed in Annex II are sufficiently clear. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	More sectors and sub-sectors should be covered by the Directive. 
	More sectors and sub-sectors should be covered by the Directive. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Identification thresholds used by Member States should be lower (i.e. more companies should be covered). 
	Identification thresholds used by Member States should be lower (i.e. more companies should be covered). 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure



	Please elaborate your answers: 
	1,000character(s)maximum 
	Q3: If you agree with the statement above that more sectors and sub-sectors should be covered by the Directive, which other sectors should be covered by the scope of the NIS Directive and why? 
	1,000character(s)maximum 
	Universitäten und außeruniversitäre Forschungseinrichtungen sollten als Betreiber wesentlicher Dienste in den Anwendungsbereich der Richtlinie aufgenommen werden. Auf Grund ihrer Größe und des häufig wechselnden, im internen Netz angemeldeten Personals, haben Universitäten eine hohe Angriffsoberfläche, aber aus finanziellen Gründen i.A. nur begrenzte Abwehrkapazitäten. Durch die (auch technische) internationale Vernetzung von Forschungseinrichtungen besteht außerdem die erhöhte Gefahr der Ausweitung eines l
	https://www.giessener-allgemeine.de/giessen/uni-giessen-hackerangriff-kosten
	-

	Q4: How has the level of risk of cyber incidents in the different sectors and subsectors covered by the NIS Directive evolved since the Directive entered into force in 2016? 
	Table
	TR
	Very significant decrease in risk 
	Significa nt decrease in risk 
	No increase or decrease in risk 
	Significa nt increase in risk 
	Very significant increase in risk 
	Don't know / no opinion 
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	Electricity 
	Electricity 
	Electricity 
	TD
	Figure
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	Rail transport 
	Rail transport 
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	Water transport 
	Water transport 
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	Road transport 
	Road transport 
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	Banking 
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	Financial market infrastructures 
	Financial market infrastructures 
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	Health sector 
	Health sector 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure
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	Drinking water supply and distribution 
	Drinking water supply and distribution 
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	TD
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	Digital infrastructure (IXPs, DNS providers, TLD registries) 
	Digital infrastructure (IXPs, DNS providers, TLD registries) 
	TD
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	Figure

	TD
	Figure

	TD
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	TD
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	Q5: How do you evaluate the level of cybersecurity resilience when it comes to the different sectors and subsectors covered by the NIS Directive? 
	Table
	TR
	Very low 
	Lo w 
	Medi um 
	Hig h 
	Very high 
	Don't know / no opinion 

	Electricity 
	Electricity 
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	TD
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	Air transport 
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	Rail transport 
	Rail transport 
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	Water transport 
	Water transport 
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	Road transport 
	Road transport 
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	Banking 
	Banking 
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	Financial market infrastructures 
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	Health sector 
	Health sector 
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	Drinking water supply and distribution 
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	Digital infrastructure (IXPs, DNS providers, TLD registries) 
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Q6: How do you evaluate the level of cyber resilience and the risk-management practices applied by those small and medium-sized companies that are not covered by the NIS Directive (on a scale from 1 to 5 with 5 indicating that companies score highly on cyber resilience)? 
	Table
	TR
	1 
	2 
	3 
	4 
	5 
	Don't know / no opinion 

	Small companies 
	Small companies 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Medium-sized companies 
	Medium-sized companies 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure



	Please elaborate your answers for both small and medium-sized companies: 
	Table
	TR
	Your elaboration: 

	Small companies 
	Small companies 
	Es gibt u.a. auf Grund der Ausnahmeregeln in NIS-RL zu kleineren Unternehmen (Art. 16 (11)) nur die in der DSGVO niedergelegten verpflichtenden Regeln zur Cybersicherheit (auch) kleiner Unternehmen. Auf der anderen Seite haben kleine Unternehmen i. A. keine Möglichkeit zum Aufbau einer hinreichenden Cybersicherheitsinfrastruktur. Denn auf Grund der geringen Größe fehlt die Möglichkeit, spezialisiertes Personal und Gerät dafür anzuschaffen. Und das Outsourcing von IT-Sicherheitsdienstleistungen ist auf Grund

	Medium-sized companies 
	Medium-sized companies 
	Das für kleine Unternehmen Angegebene gilt in hohem Maße auch für mittelgroße / mittelständische Unternehmen. 


	Q7: Do you think that the level of resilience and the risk-management practices applied by companies differ 
	from sector to sector for small and medium-sized companies? Yes No Don't know / no opinion 
	Figure
	If yes, please elaborate: 
	1,000character(s)maximum 
	Figure
	Sub-section 2.d. – Digital service providers and scope 
	Digitalserviceproviders(cloudserviceproviders,onlinesearchenginesandonlinemarketplaces)shallalso putinplacesecuritymeasuresandreportsubstantialincidents.Forthistypeofentities,theDirective envisagesa"light-touch”regulatoryapproach,whichmeansinteraliathatcompetentauthoritiescanonly 
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	superviseDSPs"ex-post"(whenanauthorityisprovidedwithevidencethatacompanydoesnotfulfilits obligations).MemberStatesarenotallowedtoimposeanyfurthersecurityorreportingrequirementsthan thosesetoutintheDirective(“maximumharmonisation”).Jurisdictionisbasedonthecriterionofmain establishmentintheEU. 
	Q1: To what extent do you agree with the following statements regarding the way in which the NIS Directive regulates digital service providers (DSPs)? 
	Table
	TR
	Strong ly disagr ee 
	Dis agr ee 
	Ag re e 
	Stron gly agree 
	Don't know / no opinion 

	Annex III of the NIS Directive covers all relevant types of digital services. 
	Annex III of the NIS Directive covers all relevant types of digital services. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Definitions of the types of digital services listed in Annex III are sufficiently clear. 
	Definitions of the types of digital services listed in Annex III are sufficiently clear. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	DSPs are aware of their obligations under the NIS Directive. 
	DSPs are aware of their obligations under the NIS Directive. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Competent authorities have a good overview of the DSPs falling under their jurisdiction. 
	Competent authorities have a good overview of the DSPs falling under their jurisdiction. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Competent authorities actively engage with DSPs under their jurisdiction. 
	Competent authorities actively engage with DSPs under their jurisdiction. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Security requirements for DSPs are sufficiently harmonised at EU level. 
	Security requirements for DSPs are sufficiently harmonised at EU level. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Incident notification requirements for DSPs are sufficiently harmonised at EU level. 
	Incident notification requirements for DSPs are sufficiently harmonised at EU level. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Reporting thresholds provided by the Implementing Regulation laying down requirements for Digital Service Providers under the NIS Directive are appropriate. 
	Reporting thresholds provided by the Implementing Regulation laying down requirements for Digital Service Providers under the NIS Directive are appropriate. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure



	Q2: If you disagree with the statement above that Annex III of the NIS Directive covers all relevant types of digital services, which other types of providers of digital services should fall under the scope of the NIS Directive and why ? 
	1,000character(s)maximum 
	S. die Antwort zu 1.e Q3 
	Q3: To what extent do you agree with the following statements regarding the so-called “light-touch approach” of the NIS Directive towards digital service providers (DSPs)? 
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	Table
	TR
	Stro ngly disa gree 
	Dis agr ee 
	A gr ee 
	Stro ngly agre e 
	Don't know / no opinio n 

	The more harmonised regulatory approach applied towards DSPs as compared to OES is justified by the cross-border nature of their services. 
	The more harmonised regulatory approach applied towards DSPs as compared to OES is justified by the cross-border nature of their services. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Subjecting DSPs to the jurisdiction of the Member State where they have their main establishment in the EU minimises the compliance burden for those companies. 
	Subjecting DSPs to the jurisdiction of the Member State where they have their main establishment in the EU minimises the compliance burden for those companies. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The limitation related to the supervisory power of the national authorities, notably to take action only when provided with evidence (ex-post supervision), in the case of the DSPs is justified by the nature of their services and the degree of cyber risk they face. 
	The limitation related to the supervisory power of the national authorities, notably to take action only when provided with evidence (ex-post supervision), in the case of the DSPs is justified by the nature of their services and the degree of cyber risk they face. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The exclusion of micro-and small enterprises is reasonable considering the limited impact of their services on the economy and society as a whole. 
	The exclusion of micro-and small enterprises is reasonable considering the limited impact of their services on the economy and society as a whole. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure



	Please elaborate your answers: 
	1,000character(s)maximum 
	Die EU-weite Harmonisierung von Sicherheitsregeln für ADD ist zwar der richtige Ansatz. Allerdings ist in diesem Bereich die Regulierungstiefe nicht hinreichend. Zur Ex-post-Prüfung, s. die Antwort zu 1f. Q1. Zum Ausschluß von KMU s. die Antwort zu 2.c Q 6. 
	Q4: How do you evaluate the level of preparedness of digital service providers covered by the NIS Directive when it comes to cybersecurity related risks? 
	Table
	TR
	Very low 
	Lo w 
	Mediu m 
	Hig h 
	Very high 
	Don't know / no opinion 

	Online marketplaces 
	Online marketplaces 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Online search engines 
	Online search engines 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Cloud computing services 
	Cloud computing services 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure



	Q5: In the previous question, you have been asked about the level of preparedness of different types of digital service providers. Please explain your assessment of the level of preparedness: 
	Your explanation: 
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	Online marketplaces 
	Online marketplaces 
	Online marketplaces 
	Das Spektrum der Online-Marktplätze ist hinsichtlich Spezialisierung, Marktanteil, absoluter Größe und Alter des Unternehmens so heterogen, dass sich nur grobe Einschätzungen zur Abwehrfähigkeit in diesem Segment machen lassen. Was Suchmaschinen gemäß der Definition in NIS-RL angeht, so beherrscht Google als Quasi-Monopolist den Markt. Das Unternehmen hat im Bereich der Datensicherheit eine gute Bilanz vorzuweisen. Bei den Cloud-Computing-Diensten gab es zwar in der Vergangenheit auch spektakuläre Vorfälle 
	-


	Online search engines 
	Online search engines 

	Cloud computing services 
	Cloud computing services 


	Q6: How has the level of risk of cyber incidents in the different sectors and subsectors covered by the NIS Directive evolved since the Directive entered into force in 2016? 
	Table
	TR
	Very significant decrease in risk 
	Significant decrease in risk 
	No increase or decrease in risk 
	Significant increase in risk 
	Very significant increase in risk 
	Don't know / no opinion 

	Online marketpla ces 
	Online marketpla ces 
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	TD
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	Online search engines 
	Online search engines 
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	TD
	Figure

	TD
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	Cloud computing services 
	Cloud computing services 
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	TD
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	TD
	Figure

	TD
	Figure

	TD
	Figure



	Q7: How do you evaluate the level of cybersecurity resilience when it comes to the different types of digital service providers covered by the NIS Directive? 
	Table
	TR
	Very low 
	Lo w 
	Mediu m 
	Hig h 
	Very high 
	Don't know / no opinion 

	Online marketplaces 
	Online marketplaces 
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	TD
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	TD
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	TD
	Figure


	Online search engines 
	Online search engines 
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	Cloud computing services 
	Cloud computing services 
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	Sub-section 2.e. – Security requirements 
	MemberStatesarerequiredtoensurethatentitiestakeappropriateandproportionatetechnicaland organisationalmeasurestomanagetherisksposedtothesecurityofnetworkandinformationsystems. 
	Q1: What is the impact of imposing security requirements on OES by the NIS Directive in terms of cyber 
	resilience? 
	No impact 
	No impact 
	Figure

	Low impact 

	Medium impact 
	High impact 
	Don't know / no opinion 
	Please elaborate your answer: 
	1,000character(s)maximum 
	Q2: What is the impact of imposing security requirements on DSPs by the NIS Directive in terms of cyber 
	resilience? 
	No impact 
	No impact 
	Figure

	Low impact 

	Medium impact 
	High impact 
	Don't know / no opinion 
	Please elaborate your answer: 
	1,000character(s)maximum 
	Es ist nur schwer zu beurteilen, inwieweit bestehende Sicherheitsvorkehrungen bei ADD auf die Regelungen der NIS-RL zurückgehen. 
	Q3: To what extent do you agree with the following statements regarding the implementation of security requirements under the NIS Directive? 
	Table
	TR
	Strongly disagree 
	Disa gree 
	Agr ee 
	Strongl y agree 
	Don't know / no opinion 

	Member States have established effective security requirements for OES on a national level. 
	Member States have established effective security requirements for OES on a national level. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	There is a sufficient degree of alignment of security requirements for OES and DSPs in all MS. 
	There is a sufficient degree of alignment of security requirements for OES and DSPs in all MS. 
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	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure



	Please elaborate your answers: 
	1,000character(s)maximum 
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	Figure
	Are there sectoral differences for OES regarding how effectively security requirements have been put in 
	place by the Member States? Yes No Don't know / no opinion 
	Figure
	Q4: While some Member States have put in place rather general security requirements, other Member States have enacted very detailed requirements featuring a higher degree of prescriptiveness. To what extent do you agree with the following statements regarding these different approaches? 
	Table
	TR
	Strongl y disagr ee 
	Dis agr ee 
	Ag re e 
	Stron gly agree 
	Don't know / no opinion 

	Prescriptive requirements make it easy for companies to be compliant. 
	Prescriptive requirements make it easy for companies to be compliant. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Prescriptive requirements leave too little flexibility to companies. 
	Prescriptive requirements leave too little flexibility to companies. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Prescriptive requirements ensure a higher level of cybersecurity than general risk management obligations. 
	Prescriptive requirements ensure a higher level of cybersecurity than general risk management obligations. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Prescriptive requirements make it difficult to take into account technological progress, new approaches to doing cybersecurity and other developments. 
	Prescriptive requirements make it difficult to take into account technological progress, new approaches to doing cybersecurity and other developments. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The different level of prescriptiveness of requirements increases a regulatory burden for companies operating across different national markets. 
	The different level of prescriptiveness of requirements increases a regulatory burden for companies operating across different national markets. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The companies should have the possibility to use certification to demonstrate compliance with the NIS security requirements. 
	The companies should have the possibility to use certification to demonstrate compliance with the NIS security requirements. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The companies should be required to use certification for their compliance with NIS security requirements. 
	The companies should be required to use certification for their compliance with NIS security requirements. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure



	Please elaborate your answers: 
	1,000character(s)maximum 
	Wenn verpflichtende technische Standards gemäß anerkannter internationaler Normen gesetzlich eingefordert werden, ist ein fairer Wettbewerb möglich und Unternehmen haben einen finanziellen Anreiz, konforme Produkte und Dienstleistungen auf dem europäischen Binnenmarkt zur Verfügung zu stellen. 
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	Sub-section 2.f. – Incident notification 
	MemberStatesarerequiredtoensurethatentitiesnotifythecompetentauthorityortheCSIRTofincidents havingasignificantimpactonthecontinuityorprovisionofservices. 
	Q1: To what extent do you agree with the following statements regarding the implementation of notification requirements under the NIS Directive? 
	Table
	TR
	Strongl y disagr ee 
	Dis agr ee 
	Ag re e 
	Stron gly agree 
	Don't know / no opinion 

	The majority of companies have developed a good understanding of what constitutes an incident that has to be reported under the NIS Directive. 
	The majority of companies have developed a good understanding of what constitutes an incident that has to be reported under the NIS Directive. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Member States have imposed notification requirements obliging companies to report all significant incidents. 
	Member States have imposed notification requirements obliging companies to report all significant incidents. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Different reporting thresholds and deadlines across the EU create unnecessary compliance burden for OES. 
	Different reporting thresholds and deadlines across the EU create unnecessary compliance burden for OES. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The current approach ensures that OES across the Union face sufficiently similar incident notification requirements. 
	The current approach ensures that OES across the Union face sufficiently similar incident notification requirements. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure



	Please elaborate your answers: 
	1,000character(s)maximum 
	Sub-section 2.g. – Level of discretion on transposition and implementation given to Member States 
	Sub-section 2.g. – Level of discretion on transposition and implementation given to Member States 
	TheNISDirectivegivesawideroomofdiscretiontoMemberStateswhenitcomestotheidentificationof operatorsofessentialservices,thesettingofsecurityrequirementsandtherulesgoverningincident notification. 
	Q1: To what extent do you agree with the following statements regarding this approach from an internal market perspective? 
	Table
	TR
	Stron gly disagr ee 
	Dis agr ee 
	Ag re e 
	Stron gly agre e 
	Don't know / no opinion 
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	The approach leads to significant differences in the application of the Directive and has a strong negative impact on the level playing field for companies in the internal market. 
	The approach leads to significant differences in the application of the Directive and has a strong negative impact on the level playing field for companies in the internal market. 
	The approach leads to significant differences in the application of the Directive and has a strong negative impact on the level playing field for companies in the internal market. 
	TH
	Figure

	TH
	Figure

	TH
	Figure

	TH
	Figure

	TH
	Figure


	The approach increases costs for OES operating in more than one Member State. 
	The approach increases costs for OES operating in more than one Member State. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The approach allows Member States to take into account national specificities. 
	The approach allows Member States to take into account national specificities. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure



	Please elaborate your answers: 
	1,000character(s)maximum 
	Figure

	Sub-section 2.h. – Enforcement 
	Sub-section 2.h. – Enforcement 
	TheDirectiverequiresMemberStatestoassessthecomplianceofoperatorsofessentialserviceswiththe provisionsoftheDirective.Theymustalsoensurethatcompetentauthoritiesactwhenoperatorsof essentialservicesordigitalserviceprovidersdonotmeettherequirementslaiddownintheDirective. MemberStatesmustalsolaydownrulesforpenaltiesthatareeffective,proportionateanddissuasive. 
	Q1: To what extent do you agree with the following statements regarding national enforcement of the provisions of the NIS Directive and its respective national implementations? 
	Table
	TR
	Strongly disagree 
	Disa gree 
	Agr ee 
	Strongl y agree 
	Don't know / no opinion 

	Member States are effectively enforcing the compliance of OES. 
	Member States are effectively enforcing the compliance of OES. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	Member States are effectively enforcing the compliance of DSPs. 
	Member States are effectively enforcing the compliance of DSPs. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The types and levels of penalties set by Member States are effective, proportionate and dissuasive. 
	The types and levels of penalties set by Member States are effective, proportionate and dissuasive. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	There is a sufficient degree of alignment of penalty levels between the different Member States. 
	There is a sufficient degree of alignment of penalty levels between the different Member States. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure




	Sub-section 2.i. – Information exchange 
	Sub-section 2.i. – Information exchange 
	TheNISDirectivehascreatedtwonewforaforinformationexchange:theCooperationGrouptosupport andfacilitatestrategiccooperationandtheexchangeofinformationamongMemberStates,andtheCSIRTs 
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	network,whichpromotesswiftandeffectiveoperationalcooperationbetweennationalCSIRTs. 
	Q1: To what extent do you agree with the following statements regarding the functioning of the Cooperation Group and the CSIRTs network? 
	Table
	TR
	Strongly disagree 
	Disa gree 
	Agr ee 
	Strongl y agree 
	Don't know / no opinion 

	The Cooperation Group has been of significant help for the Member States to implement the NIS Directive. 
	The Cooperation Group has been of significant help for the Member States to implement the NIS Directive. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The Cooperation Group has played an important role in aligning national transposition measures. 
	The Cooperation Group has played an important role in aligning national transposition measures. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The Cooperation Group has been instrumental in dealing with general cybersecurity matters. 
	The Cooperation Group has been instrumental in dealing with general cybersecurity matters. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The Cooperation Group is dealing with crossborder dependencies in an effective manner. 
	The Cooperation Group is dealing with crossborder dependencies in an effective manner. 
	-

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The CSIRTs network has effectively managed to fulfil its tasks as laid down in the NIS Directive. 
	The CSIRTs network has effectively managed to fulfil its tasks as laid down in the NIS Directive. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The CSIRTs network has helped to build confidence and trust amongst its members. 
	The CSIRTs network has helped to build confidence and trust amongst its members. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The CSIRTs network has achieved swift and effective operational cooperation. 
	The CSIRTs network has achieved swift and effective operational cooperation. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure


	The Cooperation Group and the CSIRTs network cooperate effectively. 
	The Cooperation Group and the CSIRTs network cooperate effectively. 
	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure

	TD
	Figure



	Q2: Should the Cooperation Group be assigned additional tasks so far not listed in the NIS Directive? Yes No Don't know / no opinion 
	Figure
	If yes, please specify which tasks: 
	500character(s)maximum 
	Figure
	Q3: Should the CSIRTs network be assigned additional tasks so far not listed in the NIS Directive? Yes No Don't know / no opinion 
	Figure
	If yes, please specify which tasks: 
	500character(s)maximum 
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	Figure

	Sub-section 2.j. – Efficiency of the NIS Directive 
	Sub-section 2.j. – Efficiency of the NIS Directive 
	Q1: To what extent have the effects of the NIS Directive been achieved at a reasonable cost? To what 
	extent are the costs of the intervention justified and proportionate given the benefits it has achieved? Not at all To a little extent To some extent To a large extent Don't know / no opinion 
	Figure
	Please elaborate your answer: 
	1,000character(s)maximum 
	Es ist nicht ohne Weiteres nachzuweisen, welche Effekte die Regelungen in Art. 16 für die Sicherheitsinfrastrukturen von ADD gehabt haben. Betreiber wesentlicher Dienste sind weit davon entfernt, hinreichend abgesichert zu sein, wie jüngst Attacken auf Krankenhäuser gezeigt /aktuelles/it-digital-health/detail/drk-krankenhaeuser-von-cyberangriffbetroffen-a-41375). Es ist jedoch ein großer Erfolg der NIS-RL, die Weiterentwicklung der europäischen Cybersicherheitsinfrastruktur durch institutionelle Regelungen 
	haben(https://www.kma-online.de 
	-

	Q2: What impact has the NIS Directive had on the overall level of resilience against cyber-threats across the EU when it comes to entities providing services that are essential for the maintenance of critical societal and economic activities? 
	No impact Low impact Medium impact High impact Don't know / no opinion 
	Figure

	Please elaborate your answer: 
	1,000character(s)maximum 
	S. Antwort zu Frage 1 

	Sub-section 2.k. – Coherence of the NIS Directive with other EU legal instruments 
	Sub-section 2.k. – Coherence of the NIS Directive with other EU legal instruments 
	TheNISDirectiveisnottheonlylegalinstrumentonEUlevelthatseekstoensuremoresecurityofour digitalenvironment.EUlawssuchastheGeneralDataProtectionRegulationortheEuropeanElectronic CommunicationsCodearepursuingsimilarobjectives. 
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	Q1: To what extent are the provisions of the NIS Directive (such as on security requirements and incident notification) coherent with the provisions of other EU legal instruments that are aimed at increasing the level of data protection or the level of resilience? 
	1 2 3 4 5 Don't know / no opinion 
	Figure

	Please elaborate your answer: 
	1,000character(s)maximum 
	Sowohl die DSGVO (Art. 33, 34) als auch die NIS-RL beinhalten eine Verpflichtung zur Meldung von Sicherheitsvorfällen durch ADD. Aber während in der DSGVO auch individuelle (schwerwiegende) Sicherheitsvorfälle behandelt werden, sind die Regelungen in der NIS-RL durch einen im durchführenden Rechtsakt bestimmten hohen Schwellenwert an geschädigten Nutzern eingeschränkt [C(2018)471]. Dadurch ergibt sich eine Lücke in der Informationspflicht für Sicherheitsvorfälle mittleren Ausmaßes, die nicht den Regelungen 


	Section 3: Approaches to cybersecurity in the European context currently not addressed by the NIS Directive 
	Section 3: Approaches to cybersecurity in the European context currently not addressed by the NIS Directive 
	Sub-section 3.a. – Provision of cybersecurity information 
	PursuanttotheprovisionsofNISDirective,MemberStateshavetorequireoperatorsofessentialservices anddigitalserviceproviderstoreportincidentsabovecertainthresholds.However,organisationscollecta lotofvaluableinformationaboutcybersecurityrisksthatdonotmaterialiseintoreportableincidents. 
	Q1: How could organisations be incentivised to share more information with cybersecurity authorities on a voluntary basis? 
	1,000character(s)maximum 
	Unternehmen sollten ohne Redundanz (d.h. nur in einem Mitgliedstaat oder auf EU-Ebene) und ohne unnötige technische Hürden Informationen über potentielle Bedrohungen weitergeben können, ohne dabei Geschäftsgeheimnisse zu gefährden. Hierzu müssten entsprechende Datenübertragungsprotokolle entwickelt und eingesetzt werden. 
	Q2: Under the NIS Directive, Member States shall require companies to report events having an actual adverse effect on the security of network and information systems (incidents). Should the reporting obligations be broadened to include other types of information in order to improve the situational awareness of competent authorities? 
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	Yes No Don't know / no opinion 
	Figure

	If yes, to which other types of information should the reporting obligations be broadened? 
	1,000character(s)maximum 
	S. Antwort zu 1.g Q1 
	Q3: The previous two questions have explored ways of improving the information available to cybersecurity authorities on national level. Which information gathered by such authorities should be made available on European level to improve common situational awareness (such as incidents with cross-border relevance, statistical data that could be aggregated by a European body etc.)? 
	1,000character(s)maximum 
	Europäische Einrichtungen wie ENISA sollten generell befugt sein, anonymisierte Informationen zu lokalen Sicherheitsvorfällen (v.a. Kommunikationsmetadaten, aber keine Nachrichteninhalte) auf Anfrage zu erhalten. 
	Sub-section 3.b. –Information exchange between companies 
	SomeMemberStateshavefosteredthedevelopmentofforawherecompaniescanexchangeinformation aboutcybersecurity.Thisincludesinteraliapublicprivatepartnerships(PPP)orsectorialInformation SharingandAnalysisCentres(ISACs).Tosomeextent,suchforaalsoexistonEuropeanandinternational level. 
	Q1: How would you evaluate the level of information exchange between organisations in their respective sectors when it comes to cybersecurity? 
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	Q2: How would you evaluate the level of information exchange between organisations across sectors when 
	it comes to cybersecurity? 
	Very low level 
	Very low level 
	Figure

	Low level 

	Medium level 
	High level 
	Very high level 
	Don't know / no opinion 
	Q3: How could the level of information exchange between companies be improved within Member States but also across the European Union? 
	1,000character(s)maximum 
	Figure
	Sub-section 3.c. – Vulnerability discovery and coordinated vulnerability disclosure 
	WhilethenegativeimpactofvulnerabilitiespresentinICTproductsandservicesisconstantlyincreasing, findingandremedyingsuchvulnerabilitiesplaysanimportantroleinreducingtheoverallcybersecurityrisk. Cooperationbetweenorganisations,manufacturersorprovidersofICTproductsandservices,and membersofthecybersecurityresearchcommunityandgovernmentswhofindvulnerabilitieshasbeen proventosignificantlyincreaseboththerateofdiscoveryandtheremedyofvulnerabilities.Coordinated vulnerabilitydisclosurespecifiesastructuredprocessofcoope
	SomeMemberStateshaveputinplacecoordinatedvulnerabilitydisclosurepoliciesthatfurtherfacilitatethe cooperationofallinvolvedstakeholders. 
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	Q1: How do you evaluate the level of effectiveness of such national policies in making vulnerability 
	information available in a more timely manner? 
	Very low level 
	Very low level 
	Figure

	Low level 

	Medium level 
	High level 
	Very high level 
	Don't know / no opinion 
	Q2: Have you implemented a coordinated vulnerability disclosure policy? 
	Yes 
	Yes 
	Figure

	No 

	Don't know / no opinion 
	Not applicable 
	Q3: How would you describe your experience with vulnerability disclosure in the EU and how would you improve it? 
	1,000character(s)maximum 
	Figure
	Q4: Should national authorities such as CSIRTs take proactive measures to discover vulnerabilities in ICT products and services provided by private companies? 
	1,000character(s)maximum 
	Sub-section 3.d. – Security of connected products 
	Theconstantlygrowingproliferationofconnectedproductscreatesenormousopportunitiesforbusinesses andcitizensbutitisnotwithoutitschallenges:asecurityincidentaffectingoneICTproductcanaffectthe wholesystemleadingtosevereimpactsintermsofdisruptiontoeconomicandsocialactivities. 
	Q1: Do you believe that there is a need of having common EU cybersecurity rules for connected products 
	placed on the internal market? Yes No Don't know / no opinion 
	Figure
	If yes, please elaborate your answer 
	1,000character(s)maximum 
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	„Cyberphysische“ IoT-Produkte für Verbraucher werden im privaten Bereich eingesetzt und haben Einfluss nicht nur auf die von und über eine Person gesammelten Daten, sondern auch über in der physischen Umgebung ablaufende alltägliche Prozesse. Daher können Funktionsmängel solcher Produkte Einfluss auf die persönliche Sicherheit des Produktbesitzers oder von Personen in seiner Umgebung haben. Die Industrie bringt eine große Zahl von neuartigen Produkten auf den Markt. Verbraucher können nur schwer erkennen, w
	Sub-section 3.e. – Measures to support small and medium-sized enterprises and raise awareness 
	AfewMemberStateshavetakenmeasurestoraisethelevelsofawarenessandunderstandingofcyber riskamongstsmallandmedium-sizedenterprises.SomeMemberStatesarealsosupportingsuch companiesindealingwithcyberrisk(forexamplebydisseminatingwarningsandalertsorbyoffering trainingandfinancialsupport). 
	Q1: To what extent do you agree with the following statements regarding such measures? 
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	Such measures have proven to be effective in increasing the level of awareness and protection amongst SMEs. 
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	European legislation should require Member States to put in place frameworks to raise awareness amongst SMEs and support them. 
	European legislation should require Member States to put in place frameworks to raise awareness amongst SMEs and support them. 
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